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SANITLZED COPY

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1/11°
SECURITY COMMITTEE LT
(Effectl.ve 23 August 1974) .

In support of the DCI’s statutory reaponsxbmtles ano:of his effor’as to -
improve the Intellizence Community’s product and to achieve more e¢ffi-
cient use of intelligence resources, the community’s security policies and
procedures must be efiective and consistent for the protection of intelli- .

"gence and of intellizence sources and methods,® and must ensure tirne-~

liness and economy in the handling of compariraented jnformation.
Therefore, pursuant to provisions of Subsectmn 102 (d) of the National
Security Act of 1947, as amended, to provisions of NSCID 1 2nd to para-~
graph 2.b of NSAM 317, a new standmg Commzttee of the USTR is hercbv

estabhshad. - . . N

1. Name of the v.,omvrztéee ’ T ’ e
The commitiee will be known as the Security Committee.

The mission of the committee is to provide the means by whick the
Director of Central Intelligence, with the advice of Umted. States Ln-
telligence Board principals, can: s :

a. Ensure estabiishment of security pohc1es and prccedure ;ncIud.—

ing recommendations for legislation for the protection of intelligence
and intellizence sources and methods from unauthorized disclosure. -

b. Review and formulate pe ersonnel, physical and document security
policies, standards and practices and dissemination procedures applica~
ble to all government departments and agencies as such policies, stand-
ards, practices and procedures relate to the protection of J.wclhgence :

*Supersedes DCID 1/11, effective 23 April 1965 a.nd DCID 1/12 efrecti.ve- 23
December 1954,
" *The term Intelligence 25 used in this document applies only to Information
covered by statute, Executiva Order, or other authority consonart witkx the DCI's
statutory responsibility for foreizn intellizence and for the protection of inteDi~
gence and intelligence sources and methods from unauthorized disclosure. .
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sources axd rreeibeds in consideration of the eifsctiveress, n.»:..x and
st factors involved.

c. Reviaw and formulate policies and ,J.rccndu.,s goverzing the re-

. leaseof intelligerce to foreign govermments ard international orgoniza~

tions and the raviaw of classified i::telliganca proposed for release to” . - .
the public through dasclassifizcation or other acticn. Witk respect to LT
foreign dlsclosu:-:, ensure ihat relsases are in ccnsorance with U.S
security policy,/ » ang that
the intelligence itself is accorded a d-,,;ee of protection equal to that
.affordsd by the United States. With respect to public relcase, ensure
that disclosure or declassisication actions are taken pursuant to prover .
authority arnd that they are accomplished so as to minimize the xisle

to other intelligence sources and rmethods.

d. Ensurezthat appropriate investizgations are made of 2y unauthor-

- ized disclosure or compromise of intelligernce or of intelligence sources
- and methods and that the results of such investigations, 2long wits: RO

_ Intelligence. - co e

approprizte recommendations, are provided to tka Director of Central

e : : . .

f. Review special security and compartmentation procedures end -
. develop proposals for any necessary changes {0 achieve optimurz use .
of intelligence consistent with protectmn of sensitive intelligence . (
sources and matheds. S o

g. Ensure the development, review and mazictenance of securlty
standards and procedures for the protection of intellizence stored in or LT .

- processed by cormputers.

3. Functions

-prizte in the development and review of security policies, standards, - S

occwrring within their departments and agercies; to report the results B

‘Ihemnctxonsofthecomm:.weoare. o oL L
2. To advise and assist the Director of Central Intolhb nceasanpm. EREER

procedures angd practices for the protection of intelligence and intelli- -
gence sources and methods from unauthorized disclosures. .. ...~ ~ - -

b. To review, formulate and recommend to the Director of Centrat - S
Intelligence policies, standards and procedures fer the disserminationn - R
of intelligerce materials, for the release of such materizls to foraign -
govern.ments and for the review of classified inteliigence p‘cnosed. Ior LT
use in unclassified activities. - T

c¢. On behalf of the Direc.‘.or of Central mtem?mca, to call upon -
departments and agencies to investizate any unautkorized disclosure .

lelalboe )

or cornpromise of in..emgence or of inielligence sources and m:zthods
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of these investizations to the Director of Central Intellizence, through
the United States Intellizgence Board. Such reports will (1) 2ssess the
disclosure’s impact on tee U.S. intellizence process, and its implicztions
for natioral security and foreign relaticms, (2) describe corrective
measures taken or needed to prevent such disclosures in the future or
to minimize the zdverse effects of the case at hand, ornd (3) r»ececcrargend
any appropriate additional actions. '

d. The functions of the committee as they relate tof
/ , computer security and spzcial security com-
partmentation are set forth in attachments 1, 2, ard 2. -

s

4. Cmnmu‘m*L y Responsibililies

- a. Uvon request of the committes chairmar, USIB aepar’cmenw and
agencies shall furnish to the committee within established security
safeguards particular information nesded by the committee and perti-
nent to its functions. Temporary maierial and ad hoc personnel sup-
port will be provided to the commiitee as needed and as mutually

* agreed upon by the departments and agenciss reprasznted on. ihe comn-
mittee. : :

b. Each USIB principal is responsible for investigzation of any unau-~
thorized disclosure or compromise of intellizence or intelligence sources
and methods occurring within his depariment or agency. When investi-
gation determines that the possibility of compromise cannot be dis-~
counted, and the interssts of the USIB or another USIE principal are
involved or affected, the results of investization will be forwarded to
the Security Committee for review and possible remedial action as de~
termined appropriate by the committes. .

5. Composition and Organization

a. The committee will consist of a full-time chairman aesxcn?fed by
the DCI, representatives of the chiefs of departments and agencies who-
are membears of the USIB, and the representatives of the Departments
of the Army, Navy, and Air Force. The chairman may invite a repre-
sentative of the chief of any other department or agency having func-
tions related to matters being considered by the cornmitfes {o sit with ~
the committee whenever matters within the purview of that depart-
ment or agency are to be discussed.

b. The committee will be supported by

subcommittees
as needed a.nd as approved by the DCI and by ad hoe working groups
as approved. by the chairman. The chairman of subcormmiZiees vill be
designated by the committee chairman with the concurrence of the
DCI. Membership on the subcommittees and ad hoc working grdups
need not be limited to member agencies of the commitiee, but may be

3
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extended by the chalrman {o representatives ol other depariments and
agencies having related functional responsibilities or support capabili-
ties. _ T

c. The committee will have a full-time support staff to be provided
by USIB departments and agencies as arranged and approved by the
DCL : A

6. Rules of Procedure

a. The committee shall meet upon the call ¢f the chziraan or at the
request of any of its members. Items may be placed on the agenda by
the DCI or by the chairrman or any member of the comunittea.

b. Decisions or recommendations will be formulated by the chairman
after giving consideration {o the views of the members. At the request
of a dissenting member, the chairman will r2fer the decisior or rec-~
ommendation along with dissenting opinion or opiaions to the DCL

W. E. Colby T
Director of Central Intelligence



“DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1/11

S E o .(Aﬁ::hment 1)

ENTIRE TEXT EXEMPTED FROM DISCLOSURE




This attachment downgraded
to UNCLASSITIED by authority C255ER D oLtasae

of

Sec 3(A),E0 11652 on

12/16/76 by 246321 U S

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1/11

(Attachment 2)

Computer Security

The functions of the Security Committee include:

(1) To review, formulate and recommend to the DCI policies,
standards, and procedures to protect intelligence data stored or
processed by computer.

(2) To advise and assist the DCI, the Intelligence Community
Staff, Committees of the United States Intelligence Board, USIB
member agencies and departments, and other intelligence users
with respect to all computer security issues and to resolve conflicts
that may arise in connection therewith.

(3) To formulate and recommend to the DCI. rescurce pro-
gramming objectives for USIB depariments and agencies in the

- fiela of computer security in consideration of current and foreseen

vulnerabilities and threats and with regard for the eifective and
efficient use. of resources; to foster and to monitor an aggressive
program of computer security. research and development in the
Intelligence Comrmunity in order to avoid unwarranted duplication
and to assure the pursuit of an effective effort at resolving techni-
cal probliems associated with the protection of computer operations.

. (4) 'Tocoordinate all aspects of Intelligence Community efforts
in defense against hostile penetration of Community computer
systems as feasible to support other Government and nztional
efforts aimed at improving computer security technology; to foster
a coordinated program of Intelligence Community computer se-
curity training and indoctrination.

(5) To facilitate within the Intelligence Community the ex-
change of information relating to computer security threats, vul-
nerabilities, and countermeasures by providing 2 focal point for the

. evaluation of foreign intentions and capabilities to exploit Com-~ -

munity computer operations, for central notification of hostile
exploitation attempts, for the preparation of damage assessments
of incidents of foreign exploitation of intelligence computer opera-
tions, and for the formulation of Community policy on the release
of computer security information to foreign governmeants and in-
ternational organizations.

AL
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(6) To review, formulate and recommend minimum computer
security st:ndards, precedures and criteria as guidance for system
design, evaluation and certification of acceptable levels of security
for computer systems.
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DIRECTOR OF ;ENT AL I\‘TE*LIGC\Of DIRECTIVE NO. 1/17

.

IO ._-1. L. (A'H’U Yo ﬂ)’ 3) - RN ’--'.""' ..“‘.:- . ’

. e cemma - .- crm e PO T
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Compnr‘mbniahon T T e -

- . .. < e - . . - e Tt

The funct* crsof uh" Security Comm."tae as they rela:te to cor..parm°ma. N

tiorn controls are:z . . C e T e
""A. To develop 2nd recommend to the'DC'I, "v'vith'the- advice of’
the United States Intellizeace Board, technical guidance for the estab-

. lishment, ma.ma.enence and mp:o*nmmt of ccordmac.ﬁa Lompar’cmenta,.
tion systems. . - .- . L T

telligenceinformation end intelligence sources and methols under

(2) Ensurinz ths establishrment and disestablishment of com~
partmantation of intelligence and mtelugmce iniormation. on the
instructiors of thz DCL :

(3) Ensuring coherent control by the DCI of the processea -
for access approvals to compartmanted intelligence and intclli-
- gence information and of the processes for dmsemmac.on, sSenitiza-
tion or release of such intellizence information. ‘ :

(4) Ensurirg the establishment and promulgatiosn or appro-
priate criteriz for security and nezd-to-know access approvals.

B. To formulate, coordinate, maintzin and promulgate technical
guidance for use in the admunistration of comparumentauon controis -
- atall echelons of depariment and agency -~ | - | ‘acuvit;r,

e b L ,concermng: S

et

(1) Access approval criteria|

UL @ Physel Security. e ¢t I

3The term “comnparimentation” 23 used in thi.s directiva refass to t 2 system.

whereby speclal Intelligence Community controls indicating rasizictzd bz.':cmng

within collaciion programs 2nd thelr end products are applied to casiz!> types
of intelligence information 2nd material. The term does nob incluZa Rastdcteq
Data 25 defined in Section 11, Atomic Energy Act of 193-:, 25 a..”ded. -

e e e em e R Y

(1) Providing special protection to' sensitive inte_liche i’n’-’ o

+. .the a2utkority of Seckion 9 of Ezecumve Order 11652, ~~:v c-2-:-3 .0 .
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(3) Docx.m.nt 1dent.mc.zx._on, m.nc.l.n'f accountability and

destruction. . .

(4) Au‘com:.tic data nroeessi:g and assacizated muieriels.
C. To furnish techrical guidarce ard ass'.s’“wcel
' - 1.
R . i e 2 ’,

fication and decortrol responsibilities,
D. To review and survey, when a2ppropriate, with tha cooperation
and assistance of the USI3 Pringipal concerred, the sa—cun’y standard.
"praciices and proceduras employed by USIB departmer dgenmes
jin relation to approved compa.rtmenta.tion. policies,
procedures and controls; arnd to make recommendations for practical -
Improvements to the USIB Principals concernad through the DCL

E- . V  a—— e -t - St o - —

F. 'To recommend szeurity policiss, in coordinaticr witix anpronria’cn- T

- USIB committess, governing the release or disclosure of compar"menced.
mm‘llqanco ‘ . . . . . e = e D

3 - -
sz

10

i in conrecticn witk their sanitization, downgrading, declassi~ '_' ‘
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