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CHAPTER 1
GENERAL

Section . INTRODUCTION

1-2. (U) Changes

Users of this manual are encouraged to submit
recommendations to improve its clarity or aceuracy.
Comments should be keyed to the specific page,
parngraph and line of the text in which the change
is recommended. Reasons should be provided for each
comment to insure understanding and complete eval-
uation. Comments should be prepared using DA
Form 2028 (Recommended Changes to Publications)
and forwarded direet to the Commanding Officer,
UsS Army Combat Developments Command Intelli-
genee Ageney, Fort Huachuea, Arizona 85613, Origi-
nutors of proposed changes which would constitute o
signifieant. modification of approved Army doctrine
may send an information copy, through commmand
chanuels, to the Commanding General, US Army
Combat Developments Command, Fort Belvoir,
Virginin 22060, to facilitute review and followup.
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Section Il. HOSTILE INTELLIGENCE

1-4. (U) Introduction

The key to effective counterespionage, countersub-
version, and countersabotage is to “know your
enemy.” Newly assigned counterintelligence person-
nel must first familiarize themselves thoroughly with
hostile intelligence activities, methods of operation,
agencies, and personalities common to the area in
which they must operate. With unlimited resonrces,
funds, and professionally skilled ease officers or
principal agents, counterintelligence special opera-
tions may become very sophistieated, using the Intest
technologienl developments, Conversely, the methods
iy he as simple as recruiting someone Lo observe
the “enciny” and report on evervthing he sces or
hears. Methods and technigues are also maodified to
meet the requirements posed by the effectiveness of
opposing counterintelligence forces.

1-5. (U) Characteristics of Hostile Intelligence
Activities

a. Predominant among  the hostile intelligence
serviees fuced by US Forees are those of the USSR,
The services of satellite nntions are either patterned
aflter the Soviet intelligence services or operate in a
<stmilar nonner. A disenssion of  these methods s
imeluded ns appendix B.

h. Insurgent movements will probably have an
intelligence  network  patterned  after the North
Vietnamese apparatus particularly in newly develop-
ing countries. FM 30-31 should bhe referred to in
insurgeney situations,

1-6. (1) Functions of Counterintelligence

Counterintelligence  is that phase  of intelligence
covering all activity devoted to destroving the
effectiveness of inimical foreign intelligence activities,
It also protects  information against  espionage,

personnel against subversion, and installntions and
material ngainst sabotage. Counterintelligence special
operations are activities which have pencetime and
wartime applications since they are used to gain
knowledge about enemy intentions before, during,
and after hostilities.

B

1-8. (U) Countersubversion

Countersubversion includes operations designed to
detect, prevent, or neutralize the activities of sub-
versive gronps and individualss Phe countersihe
version misston may be limited to designated defen-
sive nrdd preventive mensures within the confines of
Army installntions. In other eases it mny be all
cncompassing, Lo include offensive mensures direeted
toward the ongin of hostile subversive plans and
policies (chup 3).

1-9. (U) Countersabotage

Countersabotage operations are the inost difficult of
all counterintelligence special operations to mannge.
This s due to the highly compartmentation of
sabotage cells or tenms; the high security reguired
for saboteurs; and the fact that such operations
nomually stem from incidents mstead of personnel
actions (rhap 4).

Section llIl. TECHNICAL SUPPORT

1-10. (U) General

In hoth defensive and offensive counterintelligence
measures deseribed in this manual, technieal methods
or support may be emploved within  prescribed
lmitations (AR 381 -17). Technical speeiniists should
be included in operational bricfings and planning so
that they may give adviee on available technienl
support and make specific recommendations for the
special operations concerned. Speein] equipment enn
be acquired and must be acconnted for ax presceribed
by AR 381 142,

1-2 “CONFIDENTIAL
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Section IV. TERRORISM

3-11. (U) General

«. Terrorism is pormally employed in an insur-
sency us a part of the subversive arm of the revolu-
ton. Terrorisin is used ns a tactical mid/or steategic
weapon whereby the populace is [rightened into
neutrality in the conflict, into cooperation with the
insurgent, or into joining the insurgent. foree, avertly
or covertly. Terrorism employed against an armed
force can make it redeploy combat troops out of the
fich! and into a security mission, exhaust its resourees
by attempting to hunt down the terrorists, over-
extend its lines of communication, and divert its
energies into other directions.

b. "Perrorisin, in an insurgency, will tend to be less
sophisticated than terrorism in n conventional con-
flict, therefore, those portions of chapter 4 which
pertuin to sabotage in rear areas during a conven-
tional conflict, are also spplicable to terrorist tactics.

. Terrorism cin be, and sometimes appears to be,
a hit and miss, haphazard, seemingly patternless
series of acts. In most instances, however, terrorism
campaigns are as fully organized and planned as are
sabotage campaigns. Therefore, every effort must be

made to analyze incidents of a potential terrorism
nature to detect the pattern if one exists. One area
Lo scrutinize is the terrorists route into and out of the
darea. In addition, all people in the area shoukd be
interviewed in order to establish methods of opera-
tion, and descriptions of the terrorists. An indentikit
ean be most useful, particularly with illiterate in-
dividuals. ‘This information, MO and individual
descriptions, must be widely disseminated among -
sources and security forees in order o counternct
the terrorism. )

3-8 ~-CONFDENTIAE
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CHAPTER 4
COUNTERSABOTAGE

Section |. GENERAL

4-1. (U) Intrcduction

a. Sabotage is any nct with an intent to damage,
interfere with, or obstruct by willlully damaging or
destroving or attempting to damage or destroy
material, premises or utilities, in the interests of a
forcign power or subversive political organization.

b. Countersabotage, then, is any action designed
to destroy the effectiveness of foreign sabotage
activities through_ the process of identifying, pene-
trating and manipuinting, neutralizing or repressing
individuals, groups or organizations conducting or
eapable of conducting such activities.

c. The erime of srbotage is discussed under Title
18, United States Code, chapter 105, sections 2151
2156 and ix complex and not simply defined. This
erime ean ocenr in peacelime or wartime; however, it
s more common during war. In a peacetime environ-
ment, any willlul wet or abtempt of omission or
commission committed with the specific intent to
interfere with, damage, or destroy portions of the
nationn! defense effort and in the interest of a
foreign power or subversive gronp is sabotage. In
wartime, the peacetime  definition  applies and,
additionally, a willful act of omission or commission
committed by a person who ix deemed to have
“reason to believe” that his net imay adversely affect.
the warmnking putential can be  convieted  of
sabotage. During wartime, and particularly during
internnd defense or lhimited war sitaations, eare mnst
be taken to distinguish those acts invalving clandes-
tine enemy ngents or dissatisfied friendiy personnel
from overt acts of war perpetrated by armed eneiny
units.

d. The use of sabotage agninst military fnrgets
can be expected o increase greatly prior to and
during any future conflict in which US forees are
involved. Developments in technology have incereased
the destrnetive power ol sabolage deviees while
miniaturizing the size of their component parts.

e. The speeifie conntersabotage responsibility as-
signed to a unit varies with the area, military
situation, jurisdictional agreements, and directives.
During and since Workd War 11, sabotage bas been
directed mainly against. material and facilities which

support the military effort. Accordingly, the counter-
snbotage role will be extensive in most cases and
may reguire the employment of » significant portion
of available counterintellizence resources in theaters
of operations.

f. To successfully fulfill countersabotage responsi-
bilities, counterintelligence personnel must have, in
addition to complete understanding of installation
and personnel security, a thorough knowledge of
sabotage organizations, methods, capnbifities, and
limitations. They must be able to recognize an act.
of sabotage, understand its relntionship to hostile
vhjertives, analyze patterns of sabotage netivity,
and engage in defensive and offensive oprritions
designed 1o prevent or neatralize sabolage netivities,

4~2. (U) Sabotage Targets

The planning and implementation of n counter-
snbolage progeam requires a thorough understanding
of the procedures used by sabotage organizations in
selecting sabotage targets. Major sabotage fargets
include natural resources, transportation, commnni-
eations, power, fuel, industrial and military facilities,
and equipment. All are susceptible to damage which
could substantially impede their primary functions
and nre considered highly lnerntive to a sabotenr
beenuse their destruetion or ineapneitation may have
1 serious effect on morsle, strategic enpability, or
combat effectiveness.

a. Targel Selection Factors. in selecting o target,
the sophistieated sabotage organization must consider
severn]l fuetors in relation to the eapabilities of
available saboteur personnel and the inherent risks
required Lo perform the task; however, n terrorist
cell may only be coneerned with (2) and (3), below:

(1) Valne. The strategie and tnctienl value must
be considered. For example, the relntive tactienl
value of disrupting the supply system or communicn-
tions lines during o combnt engggement. nmmy be
weighed; or the strategic importanee of destroving
cither resenreh or production facilities may bhe con-
sidered. Relnted to the value of n target is its enpa-
bility for recovery and the availability of other
facilities to assume the mission or functions of the
selected targnt. '

—CONFIDENTAL -
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(2) Accessibility. The uvailubility of access de-
pends chiefly upon the amount and type of security
pnintnined and the geographic loeation.

(3) Vulnerability. Nearly sall materiel and facil-
ities nre valnerable to subotage. The degree of vulner-
ability to destruction, however, varies and is an
important. factor in target selection. Some targets
have an inherent capubility to destroy themselves
once a relatively small snbotage deviee is ignited.

(4) Availability of subotage materials. The pro-
curement, transportation, and storage of some types
of explosives; and chemien, biologienl, or nuclear
devices will present specisl problems for some types
of sabotage netivity. However, in most instanees it
can be anticipzted that the sabotage crganization will
be able to provide the materials required for the
particulur meuans most suitable for a particulur
target.

b. Special Targe! Vulnerabilities. Those targets
particuiarly vulnerable to snbotage, which arc of
sufficient importance to warrunt subotage considera-
tion are discussed in FM 19-30. Additional targets
are listed below:

(1) Land transportation systems: power Sys-
tems; loading, transfer, and repair plants; and the
road nets.

(a) Air transportation: aircraft, gasoline and
lubricants, or runways.

(b) Water transportation: destruction of many
vital components of the ship, piers, canal locks,
blocking harbors, or navigational equipment and
nidds,

{¢) Rail transportation: track system, tun-
nels, bridges, switches, or signal can be reversed.

(d) Bridges attacked by sabotage are normally
limited to those with less than 12-inch girders. Split
charges, on each side of the girder, one slightly above
the other to give a scissor effect, are used. Railway
bridges ean be destroyed by the train detonating
presel charges.

(e) Rolling stock: broke hoses, freight cars,
guseline tankers; and locomotive cylinders, fireboxes,
brukeshoes, conneeting rods, or Wr COMPFESSOTS,

(f) Railroad repuir and transfer points: round-
house turntables, locomotive brakes, hydraulic or
clectric switches in marshalling yards, warchouses,
and crones.

-CONFIBENTFIAL __

(2) Muchinory is a vital clement an all Lrans-
portation, communications, and power systems, s
well as in manufneturing. Neardy all types ean be
rendily sabotaged. The simplest means is to interfere
with 'l‘n_nbriunlinn by draining oil, damaging auto-
matic lubricator and oil pipes, substituting improper
viseosity oils, or by introducing abrasives into the
system. Sensitive vital purts, purticularly valves
ean be smashed or steel fragments ean be droppesd
into moving parts or cylinders of engines. Bxplo-
sives, too, are effective when placed in proximity to
bearing pedestals, casi iron surfaces, or vital com-
ponents und inside closod spaces.

(3) Fuel and power are essentinl to all trans-
porLa\t,ion, communication, and manufacturing. Con-
sequently, they aro important sabotnge targets,

(a) Hydroelectric systems ure vulnerable to
explosives at underwater parts of dams and sluice
gates, turbines, governor gears, generators, pipelines,
and valves.

(b) Steam powerplants can be atlacked with
explosives at conl-loading cruncs and winches, the
motor, gears, and supports of coanl' conveyers, enst
iron links of stokers, bearing pedestals or iron casting
surfaces of turbogenerators, feet and inspection doors
of cast iron condensers, pumps, and water-cooling
towers.

(¢) Gas plant production may be stopped by
dumaging  the retort stanchion supports for the
distillation tubes, suction pumps, or the motor, gear-
box, or supports for the conl conveyor.

(4) Fuctorics cun be incapucituted by burning
records and stores, stealing or smashing jigs and
patterns, cutting off power, or destroying loading
and moving gear.

4-3. (U) Counterintelligence Responsibilities

Counterintelligence elements will have varying de-
grees of responsibilities for the detection, prevention,
and neutralization of subotage activity. The speaific
countersabotage responsibility assigned to a counter-
intelligence clement will depend on the area, military
situaticn, und jurisdictional or status-of-forces ngree-
ments. This role will be extensive in most cases and
may require the smployment of a significant portion
of availuble resources in theaters of operation.

Section Il. TYPES OF SABOTAGE

4-4. {U) Chemical, Biological, and Nuclear
Sabotage

Chemical and biological ngents, as well us preposi-

tioned nuclear devices, may be used "as means of

committing sabotage in future wars or insurgency

situations short of war.

¢. Chemical Agents. Chemical ngents can produce
effects ranging from highly lethal to mildly incapaci-
tating. Chemical compounds may be employed by u
saboteur to produce a deep sleep for hours; psycho-
chomical agents which produce confusion und in-
ability to carry out orders; poisons which enter the

- —CONFIDENTIAL—
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body by absorption and are lethal; and drinking
water can very easily be contaminated with chem-
icals sufficiently potent to cause death. Initial
delivery of chemical agents must be of a sufficient
quentity to achieve the desired effect. Factors of
dispersion and dilution will reduce the potency of the
chemical agent. Therefore, to be effective, the agent
must be delivered to the target in the necessary
strength to accomplish what is desired before the
agent dissipates. Aerosols, capsules, vials, specia]
types of weapons, and spreading chemicals carried
by the wind and dust are means of disseminating
chemical agents.

b. Biological Operations. Biological operations are
the employment of biological agents to produce
ensunlties in man or animals and damages to plants
or materials. Biological agents, when employed by »
trained saboteur, have great sabotage potential.

(1) Biological agents are microorganisms which
enuse disense in man, plants, or animals, or cause the
deterioration of materinl. Such microorganisms,
grown, cultivated and introduced by man, are a
dendly weapon which can enter humans through
inhalation or through cating, and eannot be readily
detected by the five senses. Further, it may be days
rather than hours hefore disease symptoms caused
by the microorganisms become apparent.

(2) There are many devices for spreading bio-
logical agents. Use and methods of such devices nre
jimited only by the ingenuity of the saboteur and the
desired effect. The saboteur’s devices may consiyt
of vinls, eapsules, various sizes of aerosol bombs, and
specinlly designed devices with delaying mecha-
nisms. Under favorable conditions microorganisims
may be placed in old tin cans, bottles, and boxes
around i area from which the microorganisms may
multiply and spread. An aerosol bomb placed in an
air intake ventilation system is a quick and easy
method of spreading the agents throughout an entire
building.

¢. Nuclear Denices. Prepositioned nuclear aevices
muay nlso be tools of the saboteur. Nuclear devices
have great destructive eapabilities and will destroy
fives, crops, property, industrial sites, materinl, and
equipment. A hostile nation may plan the use of
small nuclear devices to create panic and undermine
the morale of the citizens. Additional informnation is
contained in AR 380-150 and in M 16-30.

4-5. {U) Incendiary Sabotage

Fire is a very destructive type of sabotnge and is
easily employed by even the untrained saboteur
heeawse the menns are almost always svailable and
almost all targets can be destroyed by fire. In adei-
tion, fire is 2 natural hazard making it casier for the

PARN
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saboteur to camouflage his actions. The means of
starting & fire are simple and, once the saboteur
succeeds in igniting combustible material, time will
dictate the amount of destruction achieved.

a. Origin. Fires may be classified as natural or
deliberate.

(1) Natural fires include accidental fires as well
as those caused by spontanecous combustion, light-
ning, electricity, and by sparks from other fires.

(2) Deliberate fires started by saboteurs, dis-
gruntled employees, or people with other personal
motives are often disguised as natural fires.

b. Materials. A saboteur may use the inherent
combustible material of the target, or available within
the target, ignited by a simple deviee, or he may use
specifically prepared chemicals known as “hot in-
cendiaries.”” When using “hot  incendinries” the
snboteur usually prefers to select those mecting the
following four requirements:

(1) Burn with an intense heat.

(2) Be easy to ignite.

(3) Be difficult to extinguish.

(4) Burn without leaving n residue or at least
nlter the external appearance of evidence at the scene
of the fire.

¢. Components. Incendiary devices, as well ns
explosives, used by n saboteur usunily inelude three
basie components.

(1) A delay mechanism provides sufficient time
for the safe withdrawal of the agent who places the
deviee, provides a time diserepaney for the establish-
ment of an alibi, and nsures the ignition or detona-
tion of the device at the most advantageous time.

(2) An initintor insures the complete and ef-
fietent. initintion of the mamn charge.

(3) The main charge contains suflicient incen-
diary or explosive material to ignite or demolish the
target.

. Simple Devices. Simple deviees are those re-
quiring little or no preparation and using materials
readily nvailnble to the sabotenr, Their use nmy be

.preplanned or they may be used when taking
advantage of & snbotage target of opporiunity. An
exnmple would be n cigarette and mateh folder
utilized by inserting the unlighted end of the cignrette
into n row of match heads in the folder. The folder
would then be placed on the combustible material,

e. “Uol” Devices. 11 the simpler devices are not
sufficiently effective to nccomplish destruetion of »
turget, the saboteur many use “hot”
incendiaries. A few examples are as follows:

so-cnlled

(1) A mixture of three parts potassium chlorate
ansd one part sugar by volume will Burn at o very
high tesspernture.

. — .
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{2) Impregnating a piece of pnper with white
phosphorus |i5 unot,hc.r eﬂectivc means 0[ Illukillg in
“hot” incendinry. The ipregmated paper is enrried
in n vial filled with water; phosphorus will not burn
in water, but will ignite when it dries.

3) Another combination is sodim and caleium
carbide eapsules. Sodinm 1~ placed in one gelatine
capsitle and a tjunnlity of cdeium carbide s pltu't'(l
in another and dropped into water near combustible
materinls. When the capsules dissolve, the sodium
will ignite on the water's surface and, in turn, ignite
the acetylene gas produced by ealeium earbide and
water. The resulting acetylene flame will ignite any
nearby combustible material.

(4) Thermite, which burns al approximately
5,000° Fabrenheit and is hot enough to melt iron
aned steel, is made by mixing one part. of alsminum
powder and three parts iron oxide by volume. As
thermite is dificult. to extinguish, easily obiained,
und produces sueh intense heat, it provides the type
of an incendinry desired by the saboteur. However,
it is difficult to ignite und leaves a residue.

. Reference. Additional details regarding incen-
dinry sabotage may be found in M 19-30.

4-6. (U) Explosive Sabotage

Explosives include any chemical compounds or
mechanieal mixires that, triggered by heat or shock,
undergo sudden ehemical change (decomposition)
liberating, at high speed, heat and gas which cause
tremendous pressures.

a. Fomploypment. Explosives are employed ngainst
turgets that resist destruction by other means, when
destruction must be accomplished instantaneously,
or when targets are of such a nature that destruction
requires o shearing or shattering force. They may
also be used to kill, maim, or instill fear. The use of
explosives hus many disadvantages and problems
such as introducing the material into the target
ures, the need for technical or specialized training
in their employment, the alinost certain investigation
resulting from their use, and the consequent tighten-
ing of security.

b. Classification of Ezplosives. Explosives are
classified nccording to rates of decomposition as
high and low explosives. A high explosive is one in
which chemical decomposition ocenrs within an
extremely short period of time; it is said Lo detonate.
Low explosives are those in which the decomposition
takes place as rapid burning; they are said to defla-
grate. Explosives are also classified according to their
inherent sensitivity. An insensitive explosive is one
which requires only normal care in handling or
storing. A sensitive explosive must be given special
care in handling, storage, or use. Both high and low
explosives may be either sensitive or insensitive.

4-4
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e. Commoen Types. Fxplosive materials exist in
different physical states and forms. Nitroglycerine
15 o hepid high explosive, which ix very sensitive to
shock., Trinitrotoluene (PNT) is o high velocity,
insensitive explosive either in block form or granu-
lated. Nitrostareh is o high velocity, insensitive
explosive and has  the appenrance of ordinary
powdered starch. Pierie aeid s a0 very powerful high
velocity, insensitive explosive and is a lemon-yellow
crystulline solid. Plastic explosives, such as Compo-
sition (-series which have an appearance similar to
that of putty, are the ideal ali-around sabotage
materinl. Bluck powder is a low explosive with
extreme sensitivity to heat and friction. Nipolit
is an insensitive high explosive, and isx a plastie
which ean be pressed inte any desired shape,
machined or east, or formed into a one-picce bomb
without casting. Additional details on explosive
sanbotage methods are included in FM 19-30.

4-1. (U) Mechanical Sabotage

a. Most acts of physical sabotage which are not
committed by means of explosive or incendiary
materials fall within the category of mechanical
sabotage. This type of sabotage is one of the most
difficult to prevent und the easiest o perpetrate.
Mechanical sabotage is used in militury operations,
but most atincks are directed against transportation
and industrial fncilities.

b. Mechanical sabotage can be grouped into the
following basic classifications, a detniled discussion |
of which is found in FM 19-30, o

(1) Breakage can be dirceted aganinst delieate
equipment and machinery. :

(2) Abrasives can be introduced into lubricants
and fuels to enuse undue weanr in motoss, gencrators,;
or moving parts.

(3) Acts of omussion are those perpetrated:
through willful failure to act, thereby causing damage
through neglect. .

(4) Substitution is performed by replucing good:
with faulty materials, changing direction of ship-
ments, or altering important points of information.

(5) Contamination is the introduction of sub-
stances into materials for the purpose of rendering
the materials impure or injurious. A relatively new
process of contamination is metal embritilement.
Embritulement occurs when a prepared formula is
placed or rubbed on the ferrous or nonferrous metal
parts of the target item. When the metal part
is stressed under tension—usually by mechanical
mesns—the pores in the metal are temporurily
opened. The formula then seeps into the pores and
begins a rapid disintegration of the internal struc-
ture of the metal, resulting in extensive cracking and
eventual total breakage of the item. '
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4-8. (U) Countersabotage Measures

That part of the counterintelligence mission which
directs “the detection, prevention, or neutrslization”
of sabotage requires a comprehensive program in-
cluding defensive measures and aggressive offensive
action.

a. Detection of sabotage depends on thorough in-
veatigntion of individual and incident complaint cases
in which saboinge is alleged or suspected.

b. Prevention of sabotage is achieved through,
rigorous application of personnel security procedures,
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and establishment and enforcement of high standards
of installntion sccurity.

¢. Neutralization of the saboteur or sabotage
organization before sabotage is atltempted is the
most difficult part of countersabotage operations
and depends on penetration of sabotage, partisan, or
other dissident groups to determine sabotage plans
and identify saboteurs, methods of operations, and
specific targets. No single measure or type of netivity
will provide adequate protection from the threat of
sabotage.

4-5
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Section Il. COUNTERINTELLIGENCE OPERATIONS
7-2. (U) General

Standard counterinteligence  practices and  proce-
dures as set forth in FM 3017 are applicable in
conducting connterintelligence activities for stability
operations. Standard practices and procedures differ -
only in degree and emphasis. Counterintelligence
aspects of stability specinl operations are disenssed
in this section.
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CHAPTER 8

TACTICAL COUNTERINTELLIGENCE—DATA BASE
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Section I. FILES, INDICES AND ANALYSES

8-1. (U) General

a. Effective counterintelligence opcrations are
frequently dependent on the quality snd complete-
ness of files, indices, and the analyses of these files
and indices. This chapter discusses files, indices and
analyses at the tacti-al level during an insurgency’;
however, with slight modification, this information
i~ applicable »! all lavels of command, and in all
intensities of warf=¢.

b. Files and indices, nfter proper analysis, should
vield insurgent indicators (FM 30-5 and FM 30-31),
and generate n useful data base {rom which target
reconmmendntions, populace and resourees control
mensures, base eamp security recommendations, amd
counterintelligenee specinl operations, ean be made.

e. Counterintelligence files provide the counterin-
ellience clement. with an exprdient reference datn
base from which can be drawn accurate, timely
information for use in both <hort- and leng-range
counterintelligence  operations. Additionally, these
files will provide n measure of continuity of opern-
tions and eliminate the possibility that clement per-
-onnel will waste time and cffort on activities and
methods atlempted  or rejected during previous
operations. They will also provide n means for quickly
oricnting newly  assigned personnel. One warning,
however, must be borme constantly in mind. Too
mneh information ix often as confusing as too little.
Good files are continuously screened in order to
climinate obsolete or irrelevant, mnterinl.

d. From thix data base, the counterintelligence
clement. enn recommend tactieal interception, cordon
and search cperations, raids ansl searches, popula-
tion nnd resources control measures, border security
mensures, nnd  other  tactieal operations to the
vommander.

8-1
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8-3. (U) Gross-Referencing

Figure 8-19 graphically shows the cross-referencing
of files. I the information contained in a file eannot
be found, then the file s worthless. This figure only
suggests 1 cross-referencing system for each echelon
amd ench combat environment must devise s own
system to fit its own needs.

8—4. (U) Use of Files

Connterintelligence files have many varied ases as
depicted in figure ¥-20. Basically, these files are an
aid Lo further collection and/or to tacticel exploita-
tion for sapport of the tnctical commander and in
support of the umit’s mission. To fully illustrate the
use of the foregoing files, the following examples are
furnished:

w. [nemy Boundaries. Insurgents frequently have
different political and jurisdictional boundaries than
the host government. A duta base that does not in-
dicate these different boundaries will be incomplete
thus allowing insurgent exploitation of the bounda-
rics, ul a distoriion of the insurgent infrastructure
is ereated. One advantage 16 the insurgent could
be tactical if the host grovernment employs regional
military forees in fixed AOs. For examjle, the host
government. has two <ubdivisions A and B as de-
picted in figure 5-21 while the insurgent subdivision
(! overlups the two. In this instance, the insurgents
can attack o target in subdivision B and move

(CLASS\F\CA‘TION}
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rapiudly into cubdivision A while the subdivision
troops in B will be [orced to stop at boundary AB.
The insurgents, since they are <till in their own sub-
division, will be near famniliar caches and rest ureas.
The solution would be close cooperation between the
two subdivisions A and B as long as the insurgent
chooses Lo maintain subdivision C. In addition, the
insurgent’s cubdivisional boundaries reflect his needs
and eapabilities, and where he feels strongest. This
information could be vital in an analysis of adminis-
trative and pacification roies to be taken by the host
government.

b. Iinemy Conirol. The host government's pres-
enee, or lack of it, is an indientor as to how much
control the host government exereises inoan area.
The absence of host government. (ax oflices, schools,
police departments, hospitals, and clections in areas
ix indieative of insurgent control. This information
canr be obtained from a politieal SUTMAP where
insurgent and host country agencies are map plotied.

c. Inemy Initiated Incidents. The political ST
MAP can form a nucleus for analysis of encmy ini-
tiated incidents. anch absluetion, bombing, assassinn-
ton or other such action <houlld be plotted. ‘The
analyst, however, should not jump to conclusions
but should analyze such activity carefully. The lack
of such netivity conld inean the insurgent is strongly
in control or it could mean he hns no conwnt, Con-
versely, a high incident rate may indicuie that the”

AT THE END OF A 30-DAY
PERIOD. REPORTS ARE
TRANSFERRED TO A FILE
FOLDER WHICH IS STORED
1N CHRONOLOGICAL ORDER
WITH OTHER FOLOERS
COVERING PREVIOUS PERIODS .

Figure 8-17 (U). Incident files (U}.
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3

insurgent s cmploying terrorism 1o consolidate his
control over contested areas. Basically, incidents de
have a meaning. The key s interpretation.

d. Oryanizational Files. Organizational files, o
inehade dine and block charts, are useful analytical
for cstablishing  cnemy subordination  and
strength. A well-developed, complieated line atud
block chart allows the analyst to draw certain con-
clusions about the insurgent, for exaumple, his or-
ganizationn}  and mumerieal  strength, particularly
ilitary and politiesl activity. New

organizations might reflect n change in mission or”
that subdivision.

additional  missions assigned  to
Deletions of old organizations, und consolidations of
existing organizations could menn the insurgent is
being hurt, either in this subdivision or in others, or
it conld mean he is streamlining these organizations
for o new mission. By also analyzing who is subor-
dinate to whomns, it will be easier to establish priorities
for targeting aguinst the organization or individuals

tools

in arens of fow

within it.

S,

v

e. Other Uses. Money and foud are nuportant te

the insurgent. Map plots of taxntion points or food
drops may indicate exploitable putterns of insurgent.
activity. The use of the data base, therefore, is
limited only by the person making the analysis of
the information contained therein.
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Section Il. PATTERN ANALYSIS

8-6. (U) General

Because human beings have certain needs and habits,
the insurgent’s activities, movement and locations,
may be analyzed through pattern analysis. Counter-
intelligence personnel should be aware of these
methods in case of employment in support of
stability operations.

8-7. (U) Area of Operations

An snalysis of the insurgent should first begin with
the “aren-of-operation” study. This study should
yield descriptive facts about the area, a discussion on
how they influence certain factors selected for their
importance in developing courses of actions, niud
conslusions on how the influenced factors affect
possible courses of action.

Q9R- 49) 2 - 7Y - &

8-9. (U) Terrain Analysis

In effect, the above analysis leads into a parallel
analysis which can be furnished to the tactical
commander. Terrain needs to be factually deseribed
for its effect on insurgent and on counterinsurgent.

A

If certain terrain features are best suited for insurgent. .

basing areas, then the counterinsurgent should
consider all terrain of this type ns key tereain, The
same principle applies to zvenues of approach which
are logically, in an insurgency, avenues of movement
since an insurgent band tends to retrace its previous
movement.,

8-27
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APPENDIX A
REFERENCES

AR 380-series

AR 3Bl-series

AR 405-10

AR 7106-2

DA Pam 310-series
DA Pam 381-series

" (TST DIAT 59-19

i (S) DIAL 58-21

(S) DIAM 58-1
(S) DIAM 58-11

FM 19-30
FM 1940
FM 21-76
FM 30-15
FM 30-16
M 3017

(S) FM 30-18
FM 30-31
FM 31-73

(C) FM 32-5
M 33-1

FM 100-scries
FM 101-series
TB (PMG series)
TC 3-16

TOE 30-series

Military Security.
Military Intelligence. -

Acquisition of Real Property and Interest Therein.

Materiel Management for Using Units, Support Units, and Instaliations.
Indices, as appropriate.

Intelligence, Security, and Related Subjects.

Defense Intelligence Agency Instructions (U).

Defense Intelligence Agency Instructions, Intelligence Acquisition (ISR) (U).
Defense Intelligence Acquisition Manual (U).

Defense Human Resources Intelligence Collection Manegement Manual (U).
Vol I, Human Resources Collection System Management.

Vol TT, Controlled TTUMINT Collection Operational Planning and Tradecraft.
Physical Security.

Enemy Prisoners of War and Civilien Internees.

Survival, Evasion, and Escape.

Intelligence Interrogation.

Technical Intelligence.

Counterintelligence Operations.

Intelligence Collection Operations Intelligence Corps, WSA (U).

Stability Operations-Intelligence.

Advisor Hendbook for Stability Operations.

Signal Security (SIGSEC) (U).

Psychological Operations—US Army Doctrine.

Field Service Regnlations.

Stafl Officers.

Provost Marshal General.

Employment of Riot Control Agents, Flame, Smoke, Plant Agents, and Personnel

Detectors in Counterguerrilla Operations.
Military Intelligence.

Note, For additional references, see FM 30-17.
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APPENDIX B (#(e)
HOSTILE ESFIONAGE ORGANIZATION AND METHODS OF OPERATION

8—2 . Introduction .
YBusic methods of espionage have not varied
sgnifienntly in the past exeept as technological
developments have permitted the sophistication and
modification of these methods. Regerdless of the
sponsering  country, certain factors or prineiples
hnve contribited to sneeessful expionage operntions.
The purpose of this appendix s to amplify the doc-
trine on espionage contained in chapler 2 by present-
ing additional information on espionage organiza-
tions nnd fundaunental inethods of operation.

(:.(Ol'mml,ri('s with many years of experience in
worldwide espionage have achieved a high degree of
professionalism in their intelligence personnel. Staff
and operational personnel are carefully selected after
thorough investization with piaximum ump!.msis on
political loyalty. Intelligence may be a lifetime pro-
fession, barring purges, and there is a great deal of
specinlization.  Intelligence personnel are well ac-
aquainted with the langaage, history, eeonemies, and
polities of their target countries. Frequently, they
spend time in the target country for area familiariza-
Hon prior to engaging in espionage operations.

ﬂ@llllil’(‘-«l Stuales constitutional hberties have been
studied in detnil, and hostile intelligence organiza-
tions take full advaniage of our freedoms of speech,
press, and religon; the right. of assembly and meei-
ngx, demoeratie elections, the legal existence of more
than one politieal party, our judiein]l system, our

self-chosen pursuits of cduzation and professions,
the freedom of internal and external travel, and the
absence of ecensorship of communications.

B-2. Operational Controls

@)in operations in the field, three fundamental epora-

tionn) control procedures are usunlly exereised by
hostile intelligence  organizations.  These  controls
emphasize the concern for operational security.

~CONPIDENTHL 2
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B-3. Types of Operations

{Mostile intelligence operations abrowd may be
referred to as either legal or illogal. This distinetion
has nothing to do with tho legality ol cspionage;
rather it refers to tho statusiof the personnel involved
in such operations,

(I(U)‘hc logal operation mukes use of logal
represchtations such as an embassy, consulate, trade
or tulturzl mission, oxchange group, or economic
organization as cover for the hestile intelligence
porsennel. As » member of such o legal representation,
ono is in the target country with official status,
sunctioned by the host government.

(a*))n a legal operation, hostile intelligence
personnel may enjoy the privilege of diplomatic im-
munity; they are not subject to search, arrest, or
prosccution for their unlawful aclivitics. At best,
they cun be declared persona non grafe and asked w
leave the country.

(BYUrhe legal operuﬁo’n, particularly when
controlled from diplomatic ropresentations, has rela-
tively secure communications with the headquarters
in tho home eountry through use of the diplomatic
puuch. Communications is a prime problem for
agents and this method offers n good solution.

(¢ l#‘lu- tepal npeney can also participate, o
w large extent, i overt colleetion. 1t has been stated
by several defectors from hostile intelligence that us
high as 90 pereent of their intelligence requirements
wrainst the US ean be fulfilled through the collection
of materal openly avalable.

B2 CONFIDENTAL
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B-4. Types of Agents and Agent Systems
| UYin conducting  espionnge operniions, hostile intel-
’ ligence uses several types of ngents and  agent
systems:

({ “he individunl ngent system involves the in-
tellizence colliection efforts of one person. The intel-
figence collector operates nlone, with direet elnn-
destine communication with miclligence in the home
conntry (vin radie, courier, or personal contiet).
He may have support agents such as radio operntors
or courier system, or hoth; however, only one per-
son does the collecting. An individual agent may be
any one of the several categories of agents, as follows:

(182 Penetration agents. These ngents have direct
aceess ‘to information of a military, political, cco-
nomie, seientific, or counterinteligence nature.

(2}@14(18:; recruited  agents. Mass  recruited
agents are low-level, poorly traiped ngents who are
infiltrated into target countries in large numbers
whenever favorable opportunities oxist, They are
nfiltrated mmong refugee streams, repatriated prison-
ers of war, displaced persons, and lincerossers. They
are assigned low-level mizsions, such ns the collee-
tion of military unit identifiention, movements of
military equipment and weapons, and troop manen-
ver activities, The hostile inteligence services have
little difficalty in recruiting them. The compromise
of a few dors not really  constitute much of an
operntional Joss since quantity, rather than quality,
is 0 major considerntion in these operations.

(:t((.‘)) onfusion and provocadion agents. Sonye con-
fusion agents nre instructed to fabrieate long and
detailed stories of contaet with hostile intelligence.
The hope is to lure Larget country counterintelligence
into recruiting these agents or dissipating its efforts
in useless investigation. Others may carry fbricated
documernits contnining  seemingly Amipartant  data
voncerning the home country for the purpose of
deceiving and wisdirecting counterimtelligence, Proy-
oeation agents wre used Lo provoke target country
counterintelligense agencies into some course of ne-
tion which will be 1o their disadvantage and to the
ndvantage of the sponsoring country. For exnmple,
' meongent may be instructed to contact n nrget.
' country intelligence ageney and denounce a publie

official as being an informant, of hostile intelligence.
A Talse denuncintion of this type could result in
lengthy investigation of the official concerncd und
possibly organizational uphenvals,

(4fv leeper agents, Sleeper agents may be in-
filtruted into the target country or recruited from
among local residents. They remain inactive until

b thee sponsoring intelligencs sorvien has o specific
] mission for them to perform. Sleeper agents, for the
greater part, cost httde or nothing, and some have the

potential of developing into high-level, well-coneealed
ungents,

CONFIDENTIAL B3
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B-5. Multiple Coverage

a\))\tlm'u thun one espionuge system from the same
or different mtelligence  agencies ay be  used
concurrently to operate agminst the same twrget or
project. They ay oprrats independently of each
other and may not know of each other’s existence,

UMultiple coverage inerenses the possibility that

hiNdesieed information will be obtained. Further-
more, mformation obtained from the different nets”
can be compared in order Lo submit 2 moro complete”
and necurnte evaluntion, as well as to reorient the
effort when necessary.

B-6. Agent Recrvitment

@\Espionn;:c praciices normally inchde at least o

three-phase recruitment. Theso phases are spotting,
analysis or study, and the approach.

UlHoxtile intelligence must loeato individunls who
can'be induced or coerced into accepting recruitment.
IBmphasis is naturally placed on persons who have
aecess o information sought, or on persons who
might later be inserted into positions of aceess,
Higher-level  professional  persons  are sought—
sovernment oflicials, st:i_unl.isls, managers, cdueators,
military officers, medical doctors, and others. How-
ever, the anschooled, the somiskilled, and the lower
military  ranks, e, messengers, communication
conter personnel, are Juerative  soureos and  also
serve useful purposes as espionage agents, A secretlary,
Lypist, or a message center clerk may have aceess to
highly sensitive information which would make him
an extremely valuable agent.

B4 ~CONFIDENTHAL




B-7. Agent Motivation

)'l‘herc are many motivations used in recruiting

agents. OF these, three nre exploited most frequently
by hostile intelligence agencies:

I ):lmln_qy. Preforence is given to the ideologieal
recrhiit: thut is, the one fnvorably disposed toward
home country or its national theories. This type of
person generally is the most relinble, for he works
with political conviction, zeal, perseverance, and
complete adherence to policies and instructions; he is
frequently willing to make many personal sacrifices.

U)Remwneral-inn. Hostile intelligence has recruited
many  individuals on the basis  of mercenary
tendencies. Some mercenaries offer to sell information
10 the hostile service, and others are recruited after
having been spotted by hostile intelligence repre-
~entatives in the target country.,

(1N Walk-ins” may have large gnmbling debts;
they mny have wild spending proclivities; or they
may be motivated simply by areed. Generally, their
intentions are (o sell information to the hostile
intelligence service or to any buyer on a short-term
hasis. Hostile intelligence may be quick to take
advantage of these exploitation opportunities; and as
saon ns possible they develop leverage factors to
force the informants’ continued conperntion.

(2[V}Hostile intellizence is continuously on the
lookout for individutls with financial diffienities or
other personal preblems. Exeessive gumblers, aleo-
holies, and irresponsible spenders in the Army are
wnong the favored recruitiment targets. Attractive
femnles are often used 10 induee soldiers to speiud
money freely and excessively. Sometimes females are
suceessful in persuading  the soldiers Lo provide
information for money, nn “‘easy’” means for them to
continue  their  indulgences,  Initinl - reguests are
sometimes camouflaged by Talse claims that the
desired information is for some national eause,
research institute, or friendly country. The innocent
requests  then  develop  into demaunls,  with  the
revelation that hostile intelligence has been the
rN;iCiem. of information already provided.

dressure. The instances in which hostile intelh-
wonce services have recruited by pressure tireties

FM 30-17A.

are innumerable. Despite the fact that many indi-
viduals have reported pressure recruitment  ap-
proaches and  actual involvement in  cspionage,
pressure tactics have been used with a great deal of
<uceess. The tactics may take numerous forms, and
their cffectiveness depends upon the extent to which
various types of acts have been tolerated in the
tarpet countries.

(l&m'hrea!s to erpose past or current criminal
activities which have mol cume lo the altention of
employers or law enforcement agencies. The criminal
acts may involve anything from black-marketing to
theft, smuggling, extortion, dope peddling, sexunal
crimes, and even murder. In some cases, hostile
intelligence has induced individuals to commit or
participate in eriminal acts, the sole purpose heing
o develop pressure points which can be applied in
foreing Lch to cngage in cspionage.

(2V¥rploitation  of character weaknesses  aml
indiscretions. ‘These frailties might involve alco-
holism, drug adidiction, adultery, or sexunl perver-
sion. Female ngents nre used to lure soldiers into
illicit. sexual affairs, and homosexun! agenls are
placed in contact with Army homosexunls. The
<oldiers are then confronted with photographs of
the acts, with threats to send prints o wives,
superior  officers, or  government officials, unless
they agree to eooperate. Beenuse of the many control
problems presented by drug users, hostile intelligence
services are not expected to exploit a drug addict
except on a one-time-basis propusition.

(K)Q))'.'.r])loimlicm of prizoners awdl prisoners of
war. There have been cases whero political prisoners
wore offered enrly relense, provided they sign
agreements to work as agents. The same s true
of prisoners of war, who are offercd enrly repatrintion
or who are threatened with nonrepatriation, the
condition being that they work ax angents after
relense. Another technigue is to threaten the prisoner
of war with torture or death unless they hecome
informers.  Once  they  cooperate, levers cian be
applied to force their cooperation after repatrintion.
. (4@\ Ceploitation of family tiex. Active agents
ure persunded or pressured into recruiting their close
relntives. This enn be done with considerable
impunity, because the relatives are often reluctant
to expose the pecrniter-relative to the anthorities,
Many agents have been recruited through threats
w first degres relatives living in the homoe country
of the hostile intelligence service. ‘Threats may
entail confiseation of property, impriscament, in-
enrceration in slave labor camps, torture, and even
death. A varintion is the promise to sllow relatives
w emigrate o the West, provided that the subject
agrees Lo conperate. Pressura recrnitthents through

GONFIDENTIAL B-5
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relatives frequently are accompanicd by finaneial
imducements! either direetly 1o the subject or 1o
relatives kept as hostages,

B-8. Cover

o(VhAs iy be assuined, hosule intelligenee spends
a great deal of time planning and developing cover
for espionage agents. In the “legal” operation, the
ageney wny spend several months or even a vear
learning hix job to support his cover story in the
West. In the “Hlegal” operation, cover musi be
constructed to permit the agent to disappear into
the population of the target country. To this end,
the tremendouns files available ot the headguarters
proyide the necessary background information.

Iz ieneraily, hostile intelligence categorizes cover
as either “natural” or “artificial.”

(1Natural cover tukes the form of legal resi-
dence or legal entry into a country, the use of true
names i omest instances, authentic docimentation,
and o normal or legal occupantion. The best examples
ol agents using untural cover are natives of a target
country with legitimate occupations and no connec-
tions whatsoever with the home country. Other ex-
amples are persons feeruiled from among repatriates
and refugees, and hostile intelligence officers serving
aboard in diplomntic and other oflicinl representations.

(2& riificial cover involves the fabrieation of
an agent’s background and status, and falsification
of doruments, passports, and other identifiention
documents in such 2 manner as to mateh the agent’s
fabricated background and cover story. Sometimes
certain purts of the cover story must be backstopped
so that il officials check parts of the story against
oflicial records, the records will support. and verify
the false parts of the cover story. Home country
natipnality and all connections with it are concenled.

c.MObviously, artificial cover 1s much more difficult.
to establish and maintain than natural cover. A
great deal of planning and preparation must precede
the use of artificial cover, tnking into consideration
the ngent’s inguistiec ability, accent, habits, clothing,
education, professional training, and familiarity with
the customs amml characteristies of pertinent geo-
graphic nrens. The training and preparation for an
assignment may tnke years,

B-9. Tiaining
U) Agent training begins with the recruitment. Hostile
intelligence gives agents two types of training—
political and technical. The training usually con-
tinues as long as the agent is active.

¢€9)I’alih'cal Tudoelrination. Agents who are trained
in the home country or who meet. their handlers there,

“CONHBENHAL-

regardless of their motivations, are generally sub-
jeeted to a great deal of political indoctrination.
Indoctrination is administered at meetings beiween
the handler and the agent, and it comprises n large
portion of the curriculum if the agent attends an
intelligence  or  espionage  school. The  national
theories are expounded upon, as well as the advanee-
ments of the home country. At the same e, the
United States is painted as a deeadent, corrupt, and
warmongering eapitalistic society. The objective is o
convert. the agent. completely, thereby strengthening
his political relinbility and ideologieal convictions,
Agents met i the West generally receive s mininanm
of politieal indoctrination in order to keep meetings
between agents and agent handlers as briel  as
peossible.
b Q¥ echnical Tratning.

(1Yu)YCadre workers (staff officer agents) of
hostile Intelligence are well qualified for espionage
work, and their intelligence training s specifie and
detuiled. Espionage agents in the fickl are pre-
dominantly of a nationality other than the home
country. These agents are given espionage truining

to the exient necessary to complete their assigned
“missions, to include contact and identifieation ar-

rangements, detection of surveillanee, sclection and
use of letter drops, concealment of information for
transmittal, and perhaps simple teehnigues of photaog-
ruphy, codes, and  secret  writing,  Higher  level
agents are given additional and mere refined train-
ing in espionage tradeseraft, which might include
instruction in advaneed photography, microphotog-
raphy, intricate codes and seeret writing systems,
and clandestine radio assembly and operation. Where
necessary, some are also trained in an occupntion
which will serve as effective cover and facilitnte the
development of natural aceess to the target.

(2 Most agents recelve espionage training from
their handlers rather than from formal intelligence
schools. A few highly competent agents are sent o
home country headquarters for more specialized anl
formal intelligence training when such training i<
deemed essentinl. A few of these individuals may
cventually reach the stature of “illegal” resident net
directors ubroad. These agents, of course, must be of
demonstrated reliability and motivation.

B-10. Operations Security

(J)Successful espionage requires a high level of opera-

tions security. In no other aspect of operations is this
concern for security more apparent than in the
conduct of meetings. Certain technigues have come ta
be standard procedure for hostile intelligence in this
concern for security.

B-6 -GONHDENHAL
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B-11. Communications
\))l Tostile intellyrence, in s worklwide operations, must
rely on sound, secure conununications. Generally,
courters are preferred as the swost secure nnd having
the eapability of transitting L largest wmonnt of
malevial. The next preference is radio, the fastest
but least secure method. It appears that hostile
intelligenee may reserve sadio for imminent reperting
and wartime operations, although there is evidence
that agents in the US may be able to use offshore
. trawlers or submarines as relny stutions. In somo
c-ounlrics‘, comenercinl eable iines are used to exchange
enciphered moessnges,
(U oumr Communications.

Widespread use is made of couriers who
enter #id leave target countries, both legally and
illegadly. Ixamples of Jegal courier systems  are
cmbassies, consulates, and military attaches who
mnke exiensive use of diplomatic pouch for espionage
communications. [Hegal courier systems involve the
aise of illegal and nondiplomatic legal travelors.
Exnmples are illegal border crossers, senmen, tourists,
and intelligence oficers assigned to cultaral exchangre
groups and certain international trade organizations.

' (2{))3nlky documents are usually reduced io
microfiim, which is earricd through courier systems,
Often, the films nre carried undeveloped so that in
the imminence of search or arrest, the courier can
expose them to light and destroy the evidence of
espionage. Even when the diplomatic pouch is used,
information is trunsmitted on undaveloped microfitm.

3 )n somo cuses, sofl filmn is used. The hard
ucolntd backing is removed from fikn negatives,
making them thin and plisble so that they can bo
rolled up and hidden in small concealment devices.
Still another technique is the use of microdots. This
chhmquo consists of the reduction of a film negauvo
to the size of u pinhead, which can be concenled in
any one of numerous places on a person’s body, in
his clothing, or in luggage or other articles which
are carried. Unless a person is suspected of carrying
microdots and is subjected to a meticulous search,
their presencc is almost impo\sible to detect.
( }T the information is not photographed, 1t
can be' written in code or in seeret wriling, or a
combination of both. In view of their vulnerability
to arrest, couricrs generally are not permitted to
know the code and secrot writing systems used in
the communications thoy carry. Courier communi-
cations ure used most extensivoly und with greatest
offectiveness during peacotime, because it is then
that international travel and border restrictions aro

at o minimum.
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(5)&]1‘ he transmission of information by courier,
although the most secure, presents a problem for the
courier. Therefore, hostile intelligence agencies use
concealment devices of numerous types to transmit
and store espionage messages. These devices are such
articles as hollowed-out coins, buttons, screws, bolts,
cufflinks, rings, pencils, secret compartments in
suitcases, briefcases, handbags, toilet articles, shoes
and others. These devices make it easier for espionage
operatives to conceal microdots, microfilm, and thin
sheaves of paper. Considerable effort and money is
devoted to development and manufacture of such
devices,

() }n addition to the transmission informstion,
the espionage agent or even the director may have
need for a storage place for information or equipment.
Such caches reccive considerable attention from
hostile intelligence.

I@Maii Communications.

(1))Information is transmitted through the
meils, hiaking use of codes, secret writing, simple
coded phrases, and microdots. Code messages are
usually reduced to secret writing, and coded phrases
are used throughout. the visible text of the letter
to transmit short messages. Microdots can be
concealed on typewritten texts of a letter, under the
flap or postage stamp, or in the case of post cards
botween the fibers or on the face of the card.

(2@) spionage communications are often trans-
mitted through neutral or third countries. Circuitous
routing slows down communications, but it increases
the effectiveness of security. Espionage communi-
cations through international mails aro vulnerable
to detection during wartime when censorship is
widely imposed.

e. Radio Communications.

(l)ﬁ'}{udins are used overtly by embassies and
consulthtes. Enciphered messages are transmitted
and received over high-powered wireless radio sets
which are legally authorizedd.

(2pU)fwo types of clandestine radio communica-
tion wilich are commonly used by hostile intelligenee
are the one-way system and the two-way system.

When the one-way system is used, coded messnges”

are transmitted over powerful commercial radio
networks from the home country, generally by
shortwave. Using an ordinary home radio set with
a shortwave band, the agent in the target country
Kistens to transmissions at designated times, trans-
cribes the messages intended for him and deciphers
them. A disndvantage of this system is that the
agent does not have 2 rapid method of communicating
with the intelligence service in the home country.
When the two-way system is usod the agent has o
transceiver radio, compact in size and designed for
clandestine operations.

FM 30-17A

3) @Pipher systems are used with both radio
systems to trunslate open text material into groups
of usually five numbers. In deciphering the messages,
an agent uses a code devised for his exclusive use.
Some cipher systems are based on a one-time-pad
system. The sender and recipient both have identical
code pads. The sender uses one or more sheets for a
message, and the recipient uses the corresponding
identical sheets to decipher the message. Both parties
then destroy the used sheets and take up the next
one. If the code used in any one message is broken,
succeeding messages cannot be deciphered.

(4)Y)Clandestine radio communications are vul-
nerable to interception and direction-finding opera-
tions, especially when transmissions are lengthy.
These hazards have been partially overcome by the
development of magnetic tape recordings. The entire
message is recorded on magnetic tape and then
transmitted at high speed (burst transmission) so
that the entire length of time the transmission is on
the air is reduced to seconds.

(5)UFhe use of clandestine radio remains largely
a device for wartime operations for use by stay-
behind nets in enemy rear areas since other means of
communication are generally more secure during
peacetime. In wartime, radio is often the most prac-
tical method of communication. It should be borne
in mind that hostile intelligence agencies cstablish
numerous clandestine radio communication systems
in target countries so that they will be available for
use in the event of war.

B-12. Finances

l))lost.ilc intelligence finunces its espionage opera-
tiohs, wherever possible, in the currency of the area
of operation, so"that agents will not be picked up
with large nmounts of enrrency foreign to the coun-
tries in which they are operating.

5(UAImost unlimited funds for espionage operations
may come from the national budget of the home
country of the intelligence service. Other sources of
funds are businesses and cover organizations estab-
lished for that purpose. Some ugents are directed to
engage in illegal activities to raise funds and o
obtain local currencies by such means as exlortion,
blackmarket activity, and couvnterfeiting. Some
agents are given calenble articles such as gold,
jewelry, narcotics, and scarce medicines for conver-
sion to money. Others are trained in professions which
will enable self-support in the target arca and add
weight. to the cover story.

\ &"unds are transmitted into target countries and
to eéspionage agents by diplomatic pouch, by other
officinl representatives in the target country, by
clandestine couriers such as merehant seamen, and
by agents themselves when entering target countries.
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Through iniernational enrreney trunsactions, bank
bulanees sy e estublished i the target connbry in
the nume of a =upport agent. Checks anre then sent,
as required, o the espionage asgent under some
preiext.

B-13. Disposition of Agents

Lostile intelligence appurently mutkes some dis-
uineton between stafl officers and ngents in consider-
ing dispositions. Reported disposition Lechnigues
inetnde, the following:

OJOn learning that pgents were compromised .
and in danger of arrest, hostile intelligence warned
them o go into hiding or o make their way to the’
home or frendly country. This Fesufted in the
termination of their services, or their ddentities and
covers were changed for operation clsewhere in the
targel epuntry.

(ZK)yvlmn hostile intelligonee lenrned that ngents
were intelligenco swindiers or had been doubled by
target country counterintelligence, it directed their
roturn when possible to a friendly country on some
appurently innocent pretext. Swindlers frequently
hnve been imprisoned. Doubled agents have been
imprisoned or sent to slave lubor camps, or they have
heen regoubled.

EPlintelligence  stall oflicers  whose missions
were completed in o targel country were recalled o
the home country, and a number of them later
appeared in the same or dilTerent countries,

4 ){usiduni. Lype’ espionuge  agenls whose
specific missions were completed were transferred Lo
other targets in the same, country, or they tempo-
rarily beenme dormant. '

(5 }n cases where intelligence stafl ollicers
defectett to the West, efforts were made to locate
thesn and persiaude them to return to the home
country with promises that they woulkl not be
prosecuted. The fnte for such individuals was death,
or at best, life imprisonment. - When hostile intel-

B~10
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ligence had rensun to Lelieve that stafl oflicers were
contemplating defection, they were directed to re-
wurn immediately to the home counlry or they waere
tuken into physical custody and forcibly returned.
These individuals were never Benrvd of again.

b@)&\ll the wmnjor espionage services operate in
<imilar manner with deviations to meet local cone
ditions. In nttempting to counter the activities of
hostile intelligence serviees, it is wise to remember
that most of the key intelligence officers are well
trained and experiencesd.

MIn conclusion, it should be noted that, cven
though the organization and methods of operation
are extremely professicnel and well conceived, men
are required to muke these  organizations  and
techniques effective. This is the basic weakness of
all esplonage—man.
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WARNING NOTICE: SENSITIVE SOURCES AND METHODS INVOLVED

US (Army) Intelligence in n classified activity at

, horn on at

, presently residing at

, acknowledge that I have voluntarily cooperated with

(geographic location)

during the period

*s
to

1 have received in full all remunerations and allowances due me. All promises made to me have been discharged
and there are no other outstanding obligations of any kind due me. I have no further claim against US (Army)

Intelligence or the US Government.

*Pate of Recruitment or Initial Activity of Source
s*ate of Termination

(Witness)

{Signature)

(Date)

(Classified When Completed)

(For Non-US Neationals—Termination)

Figure D-2 (U). Severance statement (U).

SECURITY
CERTIFICATE

1, (Name, DPOB, 55AN)

certify that 1 have on this date been entrusted with information concerning n sensitive elassified intelhigence
operntion/investigntion, and agree to perform funetions nssigned in comjunetion therewith. | renlize thut the
operation/investigation is classified within the menning of national defense security regulations and 1 understand
the importance to national security to protect the sensitive information which I have received or may gain ns
n result of my activities in this project. 1 recognize that the Uniform Code of Military Justice and Title 18 of
the United States Code apply and that 1 am obligated o withhold all information relating to this project from
all other persons and agencies, except as may be specifically anthorized by US Army Intelligence,

{(Date)

(Signature)

(Classificd when completed)

3 (For US Nationa! Source Only, When R;acmibed)

Figure D-16 (U). Security certificate (/).
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3
SECURITY
CERTIFICATE
WARNING NOTICE: SENSITIVE SOURCES AND METIIODS INVOLVED

1, , certify that 1 have been informed by Mr. . _ . : . '
an anthorized representative of the United States Army Intelligence, that disclosure of the nature, sources, or
even the existence of counterintelligence activities, to which 1 have become party, are not to be disclosed 1o
nny persons without the express approval of the United States Army Intelligence.

I further certify that I am aware of the provisions of AR 380-5, and that any unanthorized diselosure of the
counterintetligence information discussed with me by the above-naumed representative of the United States
Army Intellizence, will be considered a violation of AR 380-5, and will subject me to appropriate disciplinar
action.

(Date) (Signature)

(Classifieci When Completed)
(For US Military Source—Termination)

Figure D-11 (U). Security certificate (U).

SECURITY
CERTIFICATE
1, , acknowledze this date thut 1 have voluntarily coopera
with intcligence officials in u sensitive classified security operation/investigation during the pen
to 1 have received all remunerations and allowand

due me and there are no other outstanding obligations. 1 realize that the operation is elnssified within
meaning of national defense security to protect the sensitive information which 1 have received. I recogni
that Title 15 of the United States Code applies and that 1 am obligated to withhold all information relating
this project from all other persons and agencies and may not publicize, reveal, or infer my past participati

in such operation/investigation.

(Date) (Signature)

{Witness (Case Officer))

(Classified When Completed)

(For US National Sources— Termination)

Figure D-12 (U). Security certificate (U):
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SECURITY

AGREE MENT
-~

1, — N presently residing at, _.___,_.__,_,__,__,____..__,_,__,_,__._...,_,_,_,_. ,
have, on this date, been entrusted with information concerning a sensitive intelhgence operation and have
ngreed to perform petivity in behall of US Anny Intelligence {or Us Tntelligence) 0 conjunction therewith.
1 realize that the existence itselfl of the operation, its objectives, and any other informantion concerning it of
which 1 am or may bHecome knowledgeable, is confidential in nature and cannot be imparted to any individunl
except under the guidance, and upon the specific approval, of a duly identified and authonized member of
Us Army Intelligence (oF Us Intelligence). 1 realize that any {uilure on my part to maintain «trict confidence
concerning any and all aspeets of the operation of which 1 am or may become knowledgeable may eanse me to
become liable to prosecution under provisions of _’_'_____.—————-"”/’—”'_' and
under such other lnws oF ordinances ns MAY he app\icub\e in the case.

sInsert idcm.iﬁcm.iun of npplicnblc .-scctinnlpnnxgr:q)h of the legad eonde under which individual may be prusccntcd.

(Witness} T (Signatul’c)

(Date)

(C\assiﬁed when comp\eted)

T

(For non-US aationals only, when recruited)

Figure D-13 . Securily certificate ().
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APPENDIX E (O
eomyER LAMNCE RADIO COMMUN\CATION-CODES (V)]

3--3. (U) Police 10-Series
7o standnrd poliee 10-series 1 ns follows:
10 -1 Receiving Poorly
10-2 Recciving Well
10 3 Stop Transmitiing
104 OK, Messnge Received
10 5 Relay Message
10-6 Busy, Stand By
10 7 Out of Serviee, Leaving Air

10-8 In Service, Subject To Call
10 0 Repeat Message

10-10 Transmission Comp
'

GONFIDENTIAL E-1

teted, Standing By
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E-2

10-11

13

Talking Too Rarpidly

10-12 Visitors Present

10-13

10-16
10--17

10-18
16 19
10-20
10-21

1 22
10-23
10-24

10 25
10-26
10-27

10-28
10--29
1030
1032
10-33
1034

10-35
1036
10-37
10-38
10-39
10-41

1042
10-43
1044
1045
10-50
10-60
10-62
10-63
10-64
10-65
10-67
16-70
10-71

10-73
10-75
10-77
10-51
10-82
10-84
10-85
10-89
10-90
10-91
10-92
10-93
10-94
10-95

Addvise Weather/Rond Conditions
Afake Pick Up At
Urgent Business
Anything For Us?
Nothing For You, Return To Base
My Locntion s
Call By Telephone

Report In Person TO e e ——
Stand By

Completed Last Assignment

Clan You Contaet L2

Disregard Last Information

1 Am Moving To Channel ———————— -
Tdentily Your Station

Time 1s Up For Contact

Does Not Conform To FOC Rules

1 Will Give You A Radio Check
Emergency Traffic At This Station
Trouble At This Statica, Help Needed
Confidential Information

Correct Time Is -

Wrecker Needed At —————
Ambulance Needed AV

Y our Messnge Dehiverad

Plense Tune To Channel o — — - -
rraflic Accident AL — ————-—

Traflic Ticup At —————

1 Have A Message For You (Or ————)
All Unitx Within Range Please Report
Brenk Channel ——————

What Is Next Message Number?

Unable To Copy, Use Phone

Net Directed To —————

Net Clesr

Awaiting Your NextM essngc/Assignmcnt
Al Units Comply

Fire At ———
Proceed With Transmission In Seguence
Speed Trap At —————

You Are Cuusing Interference

Negative Contact

Reserve Hotel Room ¥For —
Reserve Room For _

My Telephone Number Is ——————
My Address Is —————

Radio Repairman Needed AL —— ——
1 Have TVI

Talk Closer To Mike

Your Trunsmitter Is Out of Adjustment
Check My Frequency On This Channel
Pleaxe Give Me A Long, Count
Transmit Dead Cuarrier For 5 Seconds

—eONFIDERTHAL

10-09 Mission Completed, All Units Seewre
10 200 Pohice Needed Al

Note. Any 10-Code signal may be reversed by stating it s
o guestion. For example, 10-20?7 would mcan “What is your
Jocation?" or 10-367, “What is the correct tite?".
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E-5. (U) Example of Transmission
The control point (Bull Durham) and an operating
team (Satan) are in communication:

Bull Durham, thix is Satan OVER
Satan, this is Bull Durham OVER

SIERRA 53 OVER

CHARLILE 20 CHARLIE
26 OVER

ROGER OUT

Ruli $rurham, this is Satan
Satan, this is Bull Purham

Bull Durham, this is Satan

E-6. (U) Use of Radio Code in Conjunction with
o Town Plan or Area Map

Figures E-1 and E-2 ilustrate a simple numerical
code to show the loration and movement of subject.

FM 30-17A

Arens are divided into points or routes. The move-
ment of subject ean be followed wsing these grid or
route numbers. When discussing the subject’s move-
ments gver radio or telephone communications, Lo
insure message security, an approved operations or
specially designed code svstem should be used.
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2 \27 278 | 279 28& x 28, 203 ’OL
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=1 zs\N\ul so0 I\3o1
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R SR
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34 6 14 Lo Llle 34
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\}
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%

(BiE 7

s § 382 [/a03\] 38} 385 7"
mﬁg“ '

\
423 42\\ 423] 426 \X 4204-4294-430-1"430]
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\n.? .-o; \n{\ an J o3y
32 \33 a3 | a3 036\}‘3\7/(.50 @ 440

Figure E-1 (U). Grid system code (U)).
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(U). Poini and route system code (U).

Figure E-2

E-4
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E-8. (U) Keyword Code ¢c. Texas—Supermarket

A simpler point and route system code can be devised . Phillip’s—Route #66
using keywords which are ensily identifinble and ¢. Phillip’s and Hawnii—Intersection of routes
memory associated to aid the surveillants. The fol- 50 and 66.
lowing are examples: Californi
. . . . California—West
a. Palace—Mayor’s office or smilar high official’s 1 ) A . es
g. Georgia—South

or subject’s home-.
b. Hawaii—Route #50 h. Georgin Calif ornia—Southwest
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Section 1. INTELLIGENCE INFORMATION REPORIS
GENERAL INSTRUCTIONS—BODY OF REPORT

}-5. (U) Report QOrganization

The bady of the report will be started at the left
margin immediately below the dashed line on DD
Form 1866, All of the space between the vertical
margin lines on DD Forms 1386 and 1396¢ will be
used. Pamgraphs must be numbered if there are
mmore than one. Paragraphing and subpuragraphing
must. conform o usual military  correspondence
practice. The abbreviated  classification for cach
puragraph must be inserted in parentheses after the
number of ench paragraph. When using standardized
format. (military and industrial installation reports)
the paragraph number, abbrevinted elassifieation
symbol in parentheses and the paragraph hending in
underlined upper cnse letters must be included. The
narFntive is continued on DD Forms 1396¢, using
as HRY A8 Necessary Lo completn the report. Over-
lnys und sketehes, together with  their legenuds,
immedintely follow the text, also using DD Forns
1306, Atlachinents are placed after sketehes,
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