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Title 3—~The President

EXECUTIVE ORDER 11652
Clasification and Declamification of National Security Infi 3
asd Materfal

The interests of the United States and its citizens are best served by
making information reganding the affain of Govanment readily avail
able to the public. This pt of an informed ditizenry Is reflected |
lhc!mdmdlnlmmﬂamdmm: current public information
policies of the b

Within the Federal Government there is some official information
sndmawhl which, because it bears directly on the effectiveness of our

I defense and the conduct of our foreign relations, must be sub.

ject to some constrzints for the security of our Nation and the safety of
aur people and ous allies. To protect against actions bostile to the United
States, of both an overt and covert nature, it is exsential that such
official information and material be giverr only limited disemination.

This offidal Information or .material, referred to as dauified infor-
mation or material in this order, is expremly exenipted {rom poblic
disclosure by Section 552(b) (1) of Title 5, United States Code. Wrong-
ful disck of such {af iom or matcrial is recognized in the Federal
Criminal Code as providing a basis for prosecution.

To ensure that such information and material is protected, but only
to the extent and for such period a3 is necessary, this order identifies the
informatioa to be p d, proscribes classification, downgrading, de-
clamification and safeguarding procedures to be followed, and establishes
a monitoring system ® ensure its effectivencs.

NOW, THEREFORE, by virtuc of the authority vested in me by the
Constitution and statutes of the United States, it is hercby ordered:

Slcntm 1. Smmty aanﬁml Categories, Official information or
1 which requires p against unautborized discl in the
intérest of the pational defense or forzign relations of the United States
(hereinafter collectively termed “national security”) shall be classified
in one of three categories, namely “Top Secrer,” “Secret,” or “Confiden-
€al,” depending upon the degree of its significance to national security.
No other cateforics shall be uted 2o identify official information or
material as reqalring protection in the mterest of national security, except
as otherwise expremly provided by statute. These classification categories
are defined as follows:

(A) "Top Secrst.” “Top Secret™ refers to that national security
Information or material which requires the highest degree of protection.
The text for awigning “Top Secret™ clavification shall be whether ity
mtubonud dn:!oun could” tu:onably be :xpaud to cause excep-
ionally grave damage to the national security. E lez of “excep-
jcoally grave damage” include armed hostilitizs against the United
Sates or ity allies; dnmpuon of forcign relations vitally affecting the
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eational sccurity; the compromise of vital national deferse plins or
complex cnpwologic and communications intelligeace systerma; the
revelation of sensts e intelligence operations; and the Wixcimure of scien-
tfic or technological developments vital to national securiey. This
clandfcation shall be used with the utmost restnipt

(B) “Secres.” “"Secret” refers to that national security infurmation or
material which requires a substantial degree of protection. The test
for assigning “Secret” clawnification shall be whether its unauthorized
disclosure could reasonably be expected 10 cawse «rious damage to the
national swecurity Founples of "serious damage” include disruption of
foreign relations significandy affecting the national security; significant
impairment of a program or policy directly related to the naticnal secu-
rity; reselation of significant military plans or intelligence operaticns;
and compromise of significant scientific or technological developments
relating to national security. The claseification “Secret” shall be sparingly
used.

(C) “Confidential.” “Confidential” refers o that national security
information or material which requires protection. The tat for assign-
ing “Confidential” classification shall be whether its unautborized dis-
closure could reanably be expected to cause damage to the national
security.

Sec. 2. Authority to Clasify. The authority to originally dassily in-
formation or material under this order shall be rastricted wlely to those
offices within the executive branch which are concerned with matters
of national sccurity, and shall be limited to the minimum number
absolutely required for effident administration. Except as the context
may ocherwise indicate, the tam “Department” as used in this order
shall inddude agency or odier govermmental unit.

(A) The autbority to criginally clasify informativn or muatenal un-
der this order as “Top Secret” shall be exercised only by such officials as
the Preddent may designate in writing and by:

(1) The heads of the Departments listed befow;

(2) Such of their senior principal deputies and assistants as the heads
of such Depastments may designate in writing; and
(3) Such heads and senior principal deputias and assistants of majoe
dements of such Departments, as the heads of such Departments may
dasignate in writing. :
Such offices in the Executive Office of the Presideat as the
Praident may desigrate in writing
Central Intelligence Agency
Atomic Energy Commission
Depastment of State
Department of the Treasury
Depastrnent of Defense
Department of the Anny
Deparunent of the Navy
Department of the Air Foree
United States Arms Contsol and Disarmament Agency
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(B) T&Mwuﬁimﬂydulyinhmamnwmnaﬂmdd
this order as “Secret”™ shall be exercised only by:

(1) Officials who RAave “Top Secrer” clamification authority;

(2) Such subordinaies m officials with “Top Secret” clamification
authority under (A) (1) and (2) sbove may designate in writing; aad

(S) Tb:haﬁdduhﬂcmngmmdbepmmaand:«hmb
pr puties or Assi a3 they may designate in writing.

D L4 ent of T v

Federal C ications C.

Export.Import Bank of the United Statas
Department of Commerce

Ukited States ‘Civil Service Commission

United States Information Agency ‘
Ceneral Sarvices Administration /
Deparument ol Health, Education, and w:llne
Civil Azronautics Board
* Federal Maritime Commistion

Federal Power Commission

National Science Foundation

Ovenseas Private Inveumeant Catporalion

(C) The autherity ta originally classify i ion of material un-
der this'order as “Conﬁdemhl" may be exercised by officials who have
“Top Sccret” or “Secret” classification authority and suc., officials
83 they may designate in writing.

(D) Any Department not referred to berein and any Department or
unit atablished hereafter shall not have suthority to originally clasify
informatica or material under this order, unlcws specifically authorized
hereafter by an Executive order.

Sec. 3. Authorily to Downgrade and Declasiily. The autbority to
downgrade aad declasify national security inf ion or ial shall
be exercised as follows:

(A) Information or mztcrial may be downgraded or declamified by
the officlal authorizing the original clamification, by a successor in capac-
ity or by 8 supervisocy official of citber.

(B) Downgrading and declamification sutherity may also be exer-
cived by en official specifically authorized under regulations issued by the
bead of the Dep Tuted in Sections 2(A) or (B) hereof.

{C) In the case of clamified information o material officially trans.
ferred by or pursuant to statute or Executive order in conjunction with
s transfer of function and not merely for storage purposes, the receiving
Department shall be deemed to be the originating Department for all
purposes under this order including downgrading and declasificadon.

FIOBRAL SPOISTIR, VOL 37, NO. 43—FRIDAY, MARCH 10, 1973



435

THE PRESIOENT

(D) In the case of claxified information or material not officially
tranderred within (C) above, but originated in a Department which
bas since ceased to exist, each Department in posewion shall be deemed
to be the originating Department for all purposes under this order. Such
bfcrmation or materisl may be downgraded and declassified by the
Depastnent in pasession after consuling with any other Departments
having 20 interest @n the subject matter.

(E) Claxifed information or material trandferred to the General
Services Administradion for accession into the Archives of the United
States shall be downgraded and declassified by the Archivist of the
United States in accordance with this order, directives of the Preudent
issued through the National Security Council and pertisent regulations
of the Departrents.

(F) CQuassified information or material with special markings, as
described in Section 8, shall be downgraded and declassified as required
by law 2nd goveming regulations.

Src. 4. Classification. Each person possessing dmfymg autherity
shall be held accountable for the propriety of the clasifications ataib-
uted to kim. Both unnecessary dasification and overclastification shall
be avoided. Classification shall be solely on the basis of national security
considerations. In no case shall information be dasified in order
conceal inefficiency or administrative error, 10 prevent embasrmasument
t0 a person or Department, to restraio competition or independent ini-
tative, or to prevent for any other reason the release of information
which does not require protection in the interest of national security.
The {ollowing rules shall apply to classification of information under
this order:

(A) Documents in General. Each dassified document shall show on
its face its classification and whether it is subject 1o or zxempt from the
General Declassification Schedule. {t shall also show the office of origin,
the date of preparation and clagsification and, to the extent practicable,
be 30 marked as to indicate which portions are classified, at what level,
and which portions are not classified in order to facilitate excerpting and
other use. Material containing references to clasified materials, which
references do_not reveal classified information, shall not be claxified.

(B) Identification of Classifying Authority. Unless the Department
involved shall bave provided some other method of idendlying the
individual at the highest level that authorized clastification in cach case,
oaterial classified under this order shall indicate on i face the identity
of the highest authority authorizing the classification. Where the indi-
vidual who signs or otherwise authenticates a document or item has also
nudwnud the classification, no further annouuon as to his identity

i required.

{C) Informatiom or Material Furnished by a Foreign Governmant ov
International Organization. Classified information or marerial furnished
to the United States by a2 forcign government or international organiza-
tion shall either retain its original clamification or be asigned a3 United
States clasification. In cither case, the classification shall assure 2 degree
of protection equivalent to that required by the government or inter-
patioml organizaton which furnished the information or material
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\D) Clauifcation Rasponsibilities. A bolder of clamified informa
tion or material shall obecrve and respect the clasification amigned
by the originator, If & bolder believes that there is unsccesary clasl-
Scation, that the anigned clamification s nproper, or that the docu-
‘ment is subject to declasmification under this order, be shall w0 lnform
the originator who shall thereupon re-examine the clauiScation.

Suc. 8. Declausification and Downgradiag. Classified information and
material, unles doclamified earlier by the original clamifying authodity,
shall be declasaified 4nd downgraded in accordance with the following
rules:

(A) General Declatsification Schedule. (1) “Top Secret™ lnloc-
mation or material originally clamified “Top Secret” thall becdme
wmnnnuﬂydaungnddto'&:a:t" u!.hcmdo‘!hcmd full
calendar year following the year in which it was ofiginated, down-
graded 10 “Confidential™ at the end of the fourth full calendar year
following the year in which it was originated, and dedamﬁed at the
end of the tenth full calendar year folowing the year in which it was
originated.

(2) “Secrat.” Information and material originally classified “Secrer™
shall become automatically downgraded to “Cuxtfidential” at the, end
o the second full calendar year following the year in which it was
originated, and declanified 1t the end of the eighth (ull calendar year
following the year in which it was originated.

(3) “Confidential” Inl. mation and maicrial originally clamified
“Coafidential™ shall b jeally dedassified at the end of the
sixth full calendar year folluwing the year in swhich it was originated.

" (B) Exemptions from Geweral Diclassijication Schedule. Certain
clanified information or material may war.ant some degree of pro-
tection for a period excecding that provided in the General Declami-
fication Schedule. An official authorized o originally clawify
information or material “Top Secret™ may exempt from the Ceneral
Declassification Schedule any level of classified information or material
originated by him or under his supervision il it falls within oae of the
categorics dacribed bedow. In cach case such official shall specify in
writing on the material the exempuion category being claimed and,
n:dunpuibk.admwwtlummdcd«hmﬁumm
ueo((bcexenpmuunbontynhﬂbe«yz to the absolute minimum

and shall be restricted
bli-elolbwiuarzpda
(1) Classified inf joa or ial furnished by forcign govern-
ments or international organizations and held by the. United States on
the understanding that ¢ be kept in confidence.

(2) Classified information of material specifically covered by statute,
or pertaining to cryptography, or disclosing intelligmce sources or
methods.

(3) Clmified i joa, or ial disclosing a system, plan,
hnmmmwlm&lmnnjmmutbemum
protection of which is tial o the natioal Y

Y h
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(4) Claxified informaton or material the disclosure of which
would place a person in immediate jeopardy.

(C) Mandatory Review of Exempted Material. Al classifed mior-
mation and material originated after the effectve date of ths order
which is exempted under (B) above from the General Declasification
Schedule shall be subject o a classification review by the originadng
Department at any time after the cxpiration of ten yeans from the date
of origin provided:

(1) A Depastment or member of the pullic requests a rmview;

(2) The request describes the record with sufficient particularity o
enable the Department to identily it; and

(3) The record can be obtained with-only a masonable amcunt of
effprt.
Information or material which no longer qualifies for exemption under
(B) above shall be declamified. Infarmation or materia) contiduing te
qualify under (B) shal be so marked and, unless impousible, a date for
automatc declasification shall be set.

(D) Applicability of the Ceneral Declassification Schedule to Previ-
ously Classified Material. Information or material clasified before the
effective date of this order and which bs asigned to Group ¢ under
Exccutive Order No. 10501, as amended by Executive Order Na. 10964,
shall be subject to the General Declasification Schedule. All other infor-
mation or material clasified before the effective date of this order,
whether or not assigned to Groups 1, 2, or 3 of Executive Order
No. 10501, as amended, shall be excluded from the General Declassifica-
tion Schedule. However, at any time after the expiration of ten years
from the date of origin it shall be subject to a mandatory danificaden
review and disposition under the same conditions and criteria that apply
to classified infcrmation and material ereated after the eflective date of
this order as set forth in (B) and (C) above.

(E) Declassification of Claified Information or Afcterisl After
Thirty Years. All clasified information or material which is thirty years
old or more, whether originating before or alter the effective date of
this order, shall be declassificd under the following coaditions:

(1) All information and matzrial dlassified after the eflective date of
this order shall, whetber or not declauification has been requested,
become automatically declassified at the end of thirty full calendar years
after the date of ius original classification except for ‘such specifically
identified information or material which the head of the originatng
Department personally determines in writing at that tme to require
continued protection because such continued protection is essential to
the national security or disclosure would place a3 person in inmediate
jeopardy. In such case, the head of the Department shall abo specify
the pericd of continued classification.

(2) All information and material classified before the eSective date
of this order and more than thirty years old shall be systematically
reviewed for declasification by the Archivist of the United States by the
end of the thirtieth full calendar year following the year in which it was
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.osiginated. In his review, the Archivist will scp and keep p d
only sxh information or material as s specifically identifed by the
bead of the Department in accordance with (E){1) 2bove In such
case, the bhesd of the Departmest shall alo specily the period of

(¥) Departmants Whick Do Not Have Authority For Origindd
Mﬁmhmdﬁamr&&;mwm
tion of national or shall spply to Depart-
mMu«d«ﬁcm—dﬁ-aﬂa domhnmmunulmq
to originally clasify information or material, but which ' lom\eﬂy!ud
weh suthority under previois E ive orders.

Sec. 6. Policy Directives on Access, Marking, Safckesping, Accouas-
ability, Transmission, Dis position and Destruction of Classified Informe-
tion end Material. The President acting through the National Security
Council shall isue directives which shall be binding on all Dep
o protect clamified information from los or compromise. Such
directives shall conform to the following policics:

(A) No person shall be given accas to clamified information or

materfal unfess such person has been d ined to be tr hy and
unlews sccem to such inf Jon is Y for the perfom of his
duties, /

(B) Al classified information and material shall’ be appropriately .
and conepicuowsly marked to put all persons on clear notice of its
clasified contents. .

(C) Clamsified information and material shall be used, potsessed, and
stored only under conditions whkh wm prevent accew by unauthorized
or disemination to ized p

(D) All clasified information and material disseminated outside the
munbanchw'dcrinasuv:OrdaNo. 10865 or otherwise shall
be properly protected.

(!) Appropriate accountibility records for clawified h!ormwon
shall be established and maintained and such information and
shall be protected adequately during all transmissions.

(F) Claxtified information and material no longer needed in current
ulhgﬁh«brrdmwmﬂwmnb:dmwdw
disposed of in accordance with the records disposal
hms:armudmumm:«cmmm-;m
statutes,

G Mwm«::utamnhﬂb:mwedm:m
tematic basis for the purpase of lishi g, declassifica-
mm«.mmm“mmumwdw.

S20. 7. Implemantation and Review Responnubilifies. (A) The N2~

4

tonal Security Council shalt ftor the impl jon of this order.
To iwist the National Security "Council, mlmm;wyuanﬁca
tion Review Coamnmittee shall be extablished,

dmd&anmmdSuw,de:-M]uﬂn,&Am
Energy Comuninion, the Central Intelligence Agency and the National
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Security Council'Staff and a Chairman designated by the Presid
Repraenutives of other Departments in the exccutive branch suy be
Invited t0 mect with the Committee on matters of particular interest
0o those Departments. This Committee shall meet regularly and on s
continuing basis shall review and take action to ensure compliance with
this order, and in particular:

(1) The Committee shall aversee Department actions (o ensure com-
pliance with the provisions of this order and implerenting directives
smeed by the President through the National Secarity Council

(2) The Committee shall, subject to procedures to be &stablished by
it, receive, condder and take action on suggestions and complaints from
persons within or without the government with respect to the admin-
btration of this order, and in consultation with the affected Department
or Departments agure that appropriate action is taken on such. sug-
gustons and complaints.

(3) Upon request of the Commitice Chairman, any Department shall
fumnish to the Committee any particular informarion or material needed
by the Committee in carrying out its functions.

(B) To promote the bage purpases of this order, the head of eack
Department criginating or handling classified information or material
shall:

(1) Prior to the effective date of this order submit to the Interagency
Claxification Review Corimittee for approval a copy of the regulations
it proposes to adopt pursuant to this order.

(2) Designate a senior member of his staff who shall ensure eflec.
tive lance with and impl ion of thi; order and shall also
chair a Depmmmu! committee which shall have sutherity to act
oa all suggestions and complaints with respect to the Department's
administration of this order.

(3) Undertake an initial program to familiasize the employees o
his Department with the provisions of this order. He shall alo estab-
Esh and malntain active training and orientation programs for em-
ployees concerned with clasified information or material. Such programs
du!! include, as a minimum, the briefing of new empleyees and periodic
r ion during employment to impres upon each individual bis
roponsibility for exercising vigilance and care in complying with the
provisions of this order. Additionally, upon termination of employ-
ment or contemplated temporary separation for a sixty-day paiod or
morc, employees shall be debricfed and each reminded of the provisions
of the Criminal Code and o!ha applicable provisions of law reladng

to penalties for ized .

{(C) The Attorney General, upon request of the head ol a Depart-
ment, his duly dq.grmed representative, or the Chairman of the above
described C shall lly or lhmugh authorized repro-
sentatives of the Department of Justice render an interpretation of this
order with respect to any question arising in the course of its admin-
istration.
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Sac. 8. IldaUCowulb’ﬂaAum't Zmpld.hedmgh&
arder shall made by or under the Atamic

llclde nlm 2s ameaded. “Resricted Data,” and

‘dn-ld.‘ d ded and declasified in comformity with
mma&:m&«nmmm.-mmu
regulatioss of the Atomic Energy Commision.

Su.’..rfm‘db‘ tel Arvangemant mwf;mm‘m-
%&Wﬂhmﬂw-&hwb
wou.dl" jom and p
Mmmmm»mm«mm

. latelligence sourees and methods and cryplography.

Sgc. 10. Excoptionsd Cases. In an exceptional case when'a person
or Depar not ""lodmfyhlmdmmm
information which ls beficved to require clamification, nchpcnonw
Department shall pe that dnformation in the
by&bude&xﬁ or Dep shalf it the inf
ton forthwith, undcw:unlmmtkbcp&nmmlhdﬁg
mmhmwpﬂmtwﬂm-m‘uatmsw
tion be made as 1o clamification. o

Szc. 11, Declassification of Presidential Papars, The Archivist of the
United States shall have autharity to review and declamify Information

"and material which has been clamified by a President, his White House

Mﬁwﬂmﬂmwmwub’mwv&h
the Archivist has In his y at any archival d induding 8
Frealiential Libeary. Mdedadﬂaumshﬂaﬂybemﬂeﬂakuh
accord with: (1) the terma of the donor’s deed of gilt, (ii) consulta-
ons with the Departments having a primary subject-matter interest,
and (i) the provisions of Secticn 5.

Sec. 12, Historical Researsh and Access by Foermer Governmsnt
Oficisls. The requirement in Scction 6(A) that access to clasiSed
Informastion or material be granted only as is accemary for the pesform-
ance of one’s duties shall not spply to persons outside the executive

. branch who are engaged in Mistorical research projects or .who have

oucupled  policy-making pauml to which they wers

inted by the President; Provided, b , that In each case the
Mdmu&hamnqnmuhn

{3) determine that sccem Is clearly 5 with the & of

national security; and

(i) take appropriate steps 0 smure that clasified information oc

material ks not published or otherwise compromised.

Accems granted a person by reason of his having previousdy cccupied &
ﬁmmumxummmumm

former ofical originated, reviewed, signed or received while In public

office.

Szo. 13, Administrasive and Judicial Action. (A) Any officer or

anployes of the United States who unnecessarily clamifies or over-
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clamifies information or material shall be aotified that his actons are in
viclation of the termns of this order or of 3 directive of the Prexident
fssued through the National Sccurity Councll. Repeated abuse of the
clamification process shall be grounds for an adminisrative repriound.
1In any case where the Departmental committec or the Interagency Clasi-
Ecation Review Commitiee finds that unnecemary dasificaton or over-
clasification bas occurred, it shall make a report 10 the head of the
Department concemed in order that corrective steps may be taken.

(B) The head of cach Department is directed to take prompt and
striogent administrative action against any officer or employee of the
United States, at any level of employment, determined to have been re.
sponsible for any release or disclasure of national security information or
material in a manner not authorized by or under this order or a directive
of the President issued through the National Security Councl. Where a
viclation of criminal statutes may be involved, Departments will refer
any such case prompuy to the Department of Justice.

Sec. 14. Revocation of Executive Order No. 10501. Executive Order
No. 10501 of November §, 1953, as amended by Exccutive Ordens Na.
10816 of May 8, 1959, No. 10901 of January 11, 1961, No. 10964 of
September 20, 1961, No. 10985 of January 15, 1962, No. 11097 of
March 6, 1963 and by Section 1(a) of No. 11382 of November 28, 1967,
Issuperseded as of the effective date of this order.

Sec. 15. Effective date. This order thall become effective on June I,
Tuz Wrere House,

1972,
March 8, 1972.

(PR Doc.72-3742 Filed 3-9-72; 11:0% am)
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